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Preface

This book is for the brave soul who has decided to open their own business and has no clue IT-wise how to get

started. The content is by no means gospel. However, having over 20 years’ experience focusing on small and

medium business does give me a little bit of insight into what you actually need at this stage — as opposed to what

vendors want to sell you.

Taking cognisance of the content could save you a lot of headache and sunk costs. A new chapter in this edition

covers AI tools — in my opinion, the single biggest equaliser available to a startup right now. I hope this is of benefit

to you. Best wishes on your journey.

Chapter 1: Setting Up Your Online Presence

No business can operate these days without some digital identity and a way for customers to contact you. That

means an email address, a website, and a social media presence.

Email — Start Free, Graduate Smart

On a shoestring: Create a Gmail address. It is free, reliable, accessible anywhere, and works perfectly on your

smartphone. The app is available on both Android and iOS. When you are burning the midnight oil and chasing your

tail during the day, being able to respond to potential clients from your phone is not a luxury — it’s a survival tool.

One tip here: create an address that is short but descriptive.

No: clives342@gmail.com  or clivesflowershoponpretoriaroad@gmail.com

Yes: clivesflowershop@gmail.com  or cfs@gmail.com

If your ideal name is taken (remember, people all over the world use Gmail), try clives.flowershop@gmail.com

— the period is allowed. First prize is always your business name, easy for clients to recall.

When you have a budget: Move to a professional email address on your own domain —

clive@clivesflowershop.co.za . Here is why this matters more than it might seem.



The free account you are using — whether Gmail, Telkom, or anything else — is not yours. If that service is disrupted

and you have been using it for years, telling all your clients to update to a new address is a significant problem. The

bigger risk is losing access suddenly because of a billing issue or a service change you had no control over. Own your

means of communication from the start, if you can afford it.

The best route to a professional email address for a startup is Microsoft 365 Business Basic — more on that in the

Software chapter.

Cost snapshot - Gmail: Free - Microsoft 365 Business Basic (email + Teams + 1TB cloud storage): approximately

R135/user/month (billed annually via a local reseller)

Website — Your Digital Shopfront

My best advice for starting out is to set up a free WordPress site at wordpress.com. Follow the steps and you will be

up and running quickly. Ideally your address will be clivesflowershop.wordpress.com . WordPress is easy to

update as your business evolves. The added bonus is that when you move to your own domain, you can transfer the

content across as-is.

When you have a budget: Book your own domain — clivesflowershop.co.za . For SA-based businesses, a

.co.za  domain is important for Google search visibility. It tells Google (and your customers) that you are a South

African business. .com  is for international ambition; start local.

A word on domain booking: it is a hit-and-miss affair. The name you want may well be taken. Be creative, and if

possible, book multiple extensions ( .co.za , .com , .biz ) — you only pay an annual fee and it protects your

digital identity from competitors or squatters.

For local SA hosting, Xneelo (previously Hetzner — same company, rebranded) remains a solid starting point for

shared hosting. Their consultants will advise you on a starter package and help you register your domain.

Cost snapshot - WordPress.com: Free - .co.za  domain: approximately R150–R200/year - Xneelo starter

hosting: from R99/month

Social Media — Marketing, Not a Megaphone

There are many platforms to choose from, and depending on your business, one may suit you better than others. To

start off, create a Facebook Business Page and a LinkedIn Company Page. Facebook is good for B2C (selling to

consumers); LinkedIn is essential for B2B (selling to other businesses).

What has helped me in my business are the reviews my customers have written. They give my company credibility

and show that it is not a fly-by-night operation.

Marketing is essential when you are starting out — people have to know about you and what you do. A website is

foundational, but social media gives you an inexpensive way to build a presence and reputation daily. If you view it as



a marketing tool rather than a sales platform, it goes a long way to getting your name out there. Think useful content,

not product pushes.

The AI chapter later in this guide will show you how to use tools like Claude to generate consistent, quality social

media content without spending hours on it every week.

Chapter 2: Equipment

Laptops — My First Choice Every Time

Laptops are designed for people who take their work with them — to clients, home, a coffee shop. That is most

startup founders.

Minimum specs for 2026: 16GB RAM, SSD storage (at least 256GB, preferably 512GB), Windows 11. Do not buy

anything running Windows 10 — Microsoft ended all support in October 2025, meaning no further security updates.

A computer running an unsupported OS is a liability, not an asset.

Battery life: Modern business laptops offer 8–12 hours of real-world use. Do not settle for less than 6 hours if you

are mobile.

The screen/keyboard concern: If you miss the comfort of a desktop setup, get a docking station. Arrive, plug in, and

you have a full monitor, keyboard, and mouse. Disconnect and you are mobile again. Best of both worlds.

Brand recommendation: In South Africa I advocate Dell Pro for business use. Get the 3-year ProSupport Plus

warranty — this gives you next-business-day onsite service after remote diagnosis. This is available directly on

dellonline.co.za and through authorised resellers.

Why does warranty matter? Let me spell out the logic. Your time equals money. If your laptop fails and you take it to

a consumer electronics store, they will not fix it on the spot. You wait days, possibly a week. That is direct revenue

lost plus the frustration cost. Dell’s business-grade warranty means a technician comes to you, next business day,

after a remote diagnosis call. For a startup where your laptop is your office, this protection is worth its weight.

Cost snapshot - Refurbished business-grade laptop (Dell or Lenovo ThinkPad, 16GB RAM, SSD, Win 11): R5,000–

R8,000 - New Dell Pro entry business model with 3-year ProSupport: R19,500–R29,000 (ex VAT) - Docking

station: R2,500–R5,000

New vs Refurbished

Sometimes you just don’t have the budget for new. Refurbished enterprise laptops — properly upgraded — can be

just as productive as new machines. What makes the difference is an SSD drive and sufficient RAM. A refurbished

Dell Pro or Lenovo ThinkPad from 2020–2022 with 16GB RAM and an SSD will handle every business application

you need.



The key is buying from a reputable refurbisher who provides a warranty and has done the component upgrades

properly. Ask specifically: what generation processor, how much RAM, is the SSD NVMe or SATA, and what warranty

period is included.

Rental

If you need to get up and running fast, scale quickly, or simply cannot commit capital to equipment at the start, rental

is a legitimate option. You get current-spec hardware, maintenance is included, and you preserve cash flow for the

parts of the business that generate revenue.

Chapter 3: Networking

Internet — The Foundation of Everything

Your internet needs to be reliable, fast, and cost-effective. Best to get uncapped access — too many business

applications and cloud services consume bandwidth in the background for a capped line to be practical.

In order of preference: Fibre (best), LTE/5G fixed wireless (viable in areas without fibre). ADSL is no longer a

practical option — Telkom’s copper network is being decommissioned and the technology is effectively end-of-life in

South Africa. If fibre is not yet in your area, LTE/5G is your starting point.

A practical tip: canvas the building you are moving into before committing to a provider. Talk to tenants and find out

who is complaining the loudest about their internet. ISP quality in SA varies enormously by area. Commit to a

contract only after proper due diligence.

WiFi vs Cable

If you have a few people, WiFi is workable. However, WiFi is constantly compensating for interference — that is how

the technology is designed. The most reliable network is still cable. I always encourage clients to cable up where

possible, even if it means a once-off infrastructure cost. If your business depends on reliable connectivity, this is

worth building into the setup budget.

Consumer vs Business-Grade WiFi

The equipment your ISP provides does the job when you start. When you grow — or when WiFi develops “moods”

(slow connections, random drops, dead zones) — ask your IT provider for business-grade access points. The brands I

have settled on are Ubiquiti, MikroTik, and Reyee. They are not glamorous, but they are rock solid. Reyee in

particular has become a strong value option for SMB — good performance at a lower price point than Ubiquiti.

At a certain size, network management becomes important. Tools exist to prioritise business traffic, throttle video

streaming during work hours, and monitor bandwidth usage. When your business depends on employees being

productive online, this investment pays for itself.



Chapter 4: Software and Cloud

Windows 11

If you are buying equipment, it will come with Windows 11. This is the current supported version of Windows.

Windows 10 reached end-of-life in October 2025 — no further security patches are being issued. Do not buy

hardware running Windows 10 expecting it to be “fine for now.” An unpatched OS is the front door left open.

Microsoft 365 — Many Birds, One Stone

Microsoft’s business model has changed. They now offer their software as a subscription rather than a once-off

purchase. This is actually good news for a startup: you get the latest version always, no large upfront cost, and

everything is cloud-connected.

The product is called Microsoft 365 (previously “Office 365” — the name changed a few years ago). It includes Word,

Excel, PowerPoint, Outlook, Teams, and 1TB of OneDrive cloud storage per user.

For most SA startups, I recommend Microsoft 365 Business Basic to start. It gives you professional email on your

own domain, Teams for video calls and chat, and the web-based Office apps. If you need the desktop versions of

Word, Excel, and PowerPoint installed locally, step up to Business Standard.

One critical point on backup: Microsoft 365 provides redundancy, not traditional backup. Your files are synced to

OneDrive and version history is retained (500 versions by default), which protects you against hardware failure and

most accidental deletions. However, for serious ransomware recovery, or for long-term retention beyond 93 days,

you should speak to your IT provider about a proper backup strategy. Microsoft themselves recommend their paid

Microsoft 365 Backup add-on or a third-party backup solution for businesses where data loss would be catastrophic.

For most startups, the built-in protection is adequate — just understand what it covers.

Cost snapshot - M365 Business Basic: approximately R135/user/month (via local reseller, annual billing) - M365

Business Standard: approximately R260/user/month

Chapter 5: AI Tools — Your New Secret Weapon

This chapter did not exist in the first edition of this guide. It now sits near the top of what I consider essential for any

new business in 2026. I will tell you why.

An AI assistant does not replace thinking. It replaces the hours you spend on things that are not your core skill —

drafting proposals, writing emails, researching competitors, structuring a marketing post, summarising a contract. For

a startup founder wearing every hat in the business, this is significant.



The Two Main Options

Claude Pro (Anthropic) This is what I use and what I recommend. Claude Pro costs $20/month (approximately

R380–R400/month at current exchange rates, billed in USD). It gives you access to Claude’s most capable models,

and you can use it across conversations for research, writing, analysis, and planning.

In practical terms: I use it to draft client proposals (like the one that exists as a reference in our own business), write

and review marketing content, research topics before client meetings, and think through business decisions by

working through them in conversation.

Microsoft 365 Copilot Copilot is Microsoft’s AI layer built into Word, Excel, Outlook, Teams, and PowerPoint. It is

useful because it works directly inside the apps you are already using — ask it to summarise a long email thread, draft

a reply, or pull data insights from a spreadsheet.

Important: Copilot is not included in any standard M365 Business plan. It is a paid add-on at approximately $18–

21/user/month (billed annually, on top of your M365 subscription). At that price point, for a single-person startup,

Claude Pro offers more flexibility and a better return. For a team already deep in the Microsoft ecosystem, Copilot

makes more sense.

What AI Can Do For Your Business Today

Proposals and quotes: Describe your client, their problem, and your proposed solution. Claude will draft a

professional proposal structure, including executive summary, scope, and pricing rationale. You review and refine —

the heavy lifting is done.

Email and communications: Paste in an email you have received and ask Claude to draft a professional response.

Ask it to make the tone more formal, or more friendly. Ask it to shorten a long reply to the key points.

Research: Before a client meeting, ask Claude to explain the industry, common pain points, relevant regulations, and

questions worth asking. You walk in better prepared than if you had spent an hour Googling.

Marketing content: Ask Claude to write a LinkedIn post about a project you completed, a lesson you learned, or a

service you offer. Give it your tone of voice by pasting in a previous piece of your writing and saying “write in this

style.” The AI chapter later in this guide will show you more.

POPIA compliance drafting: Ask Claude to draft a basic privacy notice, data processing agreement, or internal data

handling policy. It will not replace a lawyer for complex situations, but it will give you a solid starting draft.

Getting Started — Basic Prompting

The difference between a useful AI response and a vague one is in how you ask. A few principles:

Be specific about context. Instead of “write me a proposal,” try: “I run a small IT support company in Johannesburg.

A client runs a 10-person accounting firm and wants managed IT support. Write a professional proposal covering: our

approach, what’s included monthly, and a monthly cost of R3,500.”

Give it a role. “You are an experienced South African business consultant reviewing this client email for me. What

are the key concerns I need to address in my reply?”



Iterate, don’t start over. If the first response is not right, say “make it shorter” or “change the tone to be less formal”

rather than starting a new conversation.

Use it as a thinking partner. “I am considering two pricing models for my new service — here are the details of each.

What are the pros and cons of each for a startup in South Africa?”

Cost snapshot - Claude Pro: $20/month (approximately R380–R400/month) - Microsoft 365 Copilot add-on:

$18–21/user/month (on top of M365 subscription) - ROI: one hour of professional writing or research saved per

week justifies the cost entirely

Chapter 6: Security

Ransomware is real, active in South Africa, and has destroyed businesses. This is not scare-mongering — it is the

most common IT disaster I have been called in to deal with.

Antivirus

Windows 11 includes Microsoft Defender, which is a respectable antivirus solution that has improved dramatically.

It is free, built in, and automatically updated.

For a stronger layer of protection, third-party options I recommend for SA businesses are Bitdefender, ESET, or

Sophos. These are well-regarded, actively maintained, and have no known state-access concerns.

On Kaspersky: it remains available in South Africa and is not banned here. However, in 2024, the US government

banned Kaspersky from all US operations citing Russian state-access risk concerns. Whether that concern applies in

a South African context is a judgement call — but I personally recommend choosing a security vendor without that

geopolitical complexity. Security software has deep access to your system; the trust bar should be high.

Managed antivirus is the better option once you have more than one machine. Your IT provider can monitor the

status of security software across all your devices — they are alerted when definitions are out of date, when

something is blocked, or when a USB device is inserted. Prevention is genuinely better than cure.

SentinelOne deserves a specific mention for growing businesses. Traditional antivirus works from a database of

known threats — it identifies and blocks malware it has seen before. SentinelOne is different: it uses AI-based

behavioural detection to identify threats by what they do, not just what they are. This means it can catch new,

unknown malware before signature databases have been updated to recognise it. For a business handling sensitive

client data, financial information, or operating under POPIA obligations, this level of protection is worth the step up. It

is delivered as a managed service through your IT provider — they monitor alerts and respond on your behalf. You do

not manage it yourself; you just benefit from it.

Two-Factor Authentication (2FA)

Enable 2FA on every business account — email, banking, Microsoft 365, social media. This is not optional. It is the

single most effective thing you can do to prevent account takeovers. Even if your password is compromised, an



attacker cannot access your account without the second factor.

Microsoft Authenticator (free) handles M365 accounts. Google Authenticator or Microsoft Authenticator handle

everything else.

Password Manager

Do not reuse passwords. Do not write them on a sticky note. Use a password manager — and the good news is that

you likely already have one at no extra cost.

If you use Gmail, Google’s built-in password manager (accessible via your Google account) saves, syncs, and

autofills passwords across devices. It is free, works across Chrome on any device, and is protected by whatever MFA

you have enabled on your Google account. Enable 2FA on your Google account and this becomes a genuinely solid

solution for a startup on a shoestring.

If you are on Microsoft 365, Microsoft Edge has a built-in password manager tied to your Microsoft account.

Protected by your M365 MFA, it syncs across devices and integrates with the browser. If your team already lives in

the Microsoft ecosystem, this is zero additional cost and zero additional setup.

Both are significantly better than reusing passwords or using a spreadsheet. The critical requirement for either: your

Google or Microsoft account must have MFA enabled. Without MFA, a stolen password to that account exposes

every password stored in it. With MFA, you have a strong, free solution.

Chapter 7: Backup

Please, for the love of all that is holy, do not use an external hard drive as your primary backup strategy. I have lost

count of the number of times a client has shown me their backup drive only to discover it has not been updated in

months, or that the drive itself is faulty when they actually need it.

For a startup, the answer is cloud backup.

If you are on Microsoft 365, OneDrive provides 1TB of storage per user with version history going back up to 500

versions. For most startups, this covers everyday accidents — accidental deletion, file corruption, a laptop stolen or

broken. Files sync automatically.

For ransomware recovery or long-term data retention, speak to your IT provider about whether Microsoft 365 Backup

or a third-party cloud backup solution is appropriate. For a very small business just starting, the built-in M365

protection is usually adequate.

The key principle: your backup is only as good as your last test. Once you have a backup solution in place, test

restoring a file. Know that it works before you need it.



Chapter 8: Compliance — POPIA

This section did not exist in the first edition. It now does, because ignorance is not a defence.

South Africa’s Protection of Personal Information Act (POPIA) came into full effect on 1 July 2021. It applies to every

South African business that processes personal information — regardless of size. If you collect names, email

addresses, phone numbers, or any other personal data from clients or employees, POPIA applies to you.

Key obligations: - Appoint an Information Officer (for a sole trader, this is you) - Implement security safeguards

to protect personal information - Notify individuals when you collect their data and what you will use it for -

Respond to access and deletion requests from individuals about their data - Notify the Information Regulator if

you experience a data breach

The penalties for serious violations are up to R10 million or 10 years imprisonment. The Regulator has become

progressively more active.

In practical terms for a startup: have a basic privacy notice on your website, do not share client data with third parties

without consent, and handle any data breach seriously. Use Claude or another AI tool to help you draft your privacy

policy and data handling procedure — it is a good starting point that you can then have reviewed by a professional.

For more information, visit the Information Regulator’s official website: inforegulator.org.za

Chapter 9: VOIP

VOIP allows you to make and receive calls over the internet, and it works just like a traditional landline — except it

goes with you.

The benefits in a startup context are real: a professional office number that routes to your mobile, the ability to record

calls, detailed call analytics, and the flexibility to add lines as you grow without physical infrastructure. I run a virtual

PA answering on my VOIP number and re-routing calls to my mobile. Whoever answers, wherever I am, the caller

reaches “the office.”

However — and this is important — VOIP needs to be implemented properly. A poorly set up VOIP system is worse

than a Telkom line. The two questions to answer before committing:

1. Is the internet connection I have reliable enough for call quality?

2. Are there genuine cost savings and efficiencies compared to a traditional line?

In urban areas with good fibre, VOIP is almost always the answer. In areas with unreliable connectivity, tread

carefully.

AI answering — a genuine game-changer for a small business. The platform I use, Yeastar Cloud PABX, now offers

an AI-powered answering service. This means your business number can be answered by an AI receptionist — 24

hours a day, 7 days a week — that greets callers professionally, takes messages, answers frequently asked questions,

and routes calls appropriately. For a one-person or small-team business, this eliminates the problem of missed calls

during meetings, after hours, or when you are heads-down on a project. A missed call from a potential client is a



missed opportunity. An AI that answers every call, every time, levels the playing field between a startup and a larger

competitor. This is no longer science fiction — it is available now and affordable at the SMB level.

Chapter 10: IT Support

Your time equals money and opportunity cost. When you are starting on a shoestring, your time is the only thing you

have to trade — which is why you are reading something like this. As your business grows, this changes. You have

more equipment, more staff, more demands on reliability.

The IT service industry has a bad reputation, and in many cases for good reason. There are fly-by-nights and horror

stories of unnecessary spend. However, as in any industry, there are good practitioners. Look up reviews, ask trusted

contacts for referrals, and hold any IT provider to a clear scope of work.

The model that delivers the most value for growing SMEs is Managed Services. A Managed Service Provider (MSP)

proactively monitors your equipment, keeps security patches current, and deals with issues before they become

outages. Studies consistently show that roughly 80% of IT issues can be prevented through proper proactive

management. For a business where IT downtime equals lost revenue, this calculus matters.

The shift from “call someone when it breaks” to “managed services” is one of the most important IT decisions a

growing small business makes.



Summary: What Does It All Cost?

ITEM SHOESTRING BUDGET GROWTH

Email Gmail (free) M365 Basic

~R135/user/month

M365 Business Standard

~R260/user/month

Website WordPress.com (free) Own domain + Xneelo

hosting from

R99/month

Custom WordPress build

Laptop Refurbished R5,000–8,000 New Dell Pro ~R19,500–

29,000 (ex VAT)

Fleet + docks + managed

Security Microsoft Defender (built-in) Bitdefender ~R500/year SentinelOne managed

EDR

AI assistant Claude.ai free tier Claude Pro

~R380/month

Team plan or Copilot

add-on

VOIP Cell phone VOIP starter line

~R350/month

Full PBX with IVR

IT support Self-service Ad hoc hourly ~R750–

1,200/hr

MSP monthly retainer

Backup OneDrive (M365 included) M365 Backup add-on Third-party cloud backup

Final Word

The tools available to a startup in 2026 are genuinely extraordinary compared to what was available when I started in

this industry. Cloud computing means you do not need servers. AI means you do not need a full marketing team to

communicate professionally. VOIP means you do not need a physical office to have a credible phone presence.

Microsoft 365 means your team can collaborate from anywhere.

What has not changed is that technology is only as good as the person using it. Get the basics right, buy quality

where reliability matters, and do not let the complexity of choices paralyse you. Start simple, grow deliberately, and

get advice from someone who has been there.

I would appreciate feedback on this content — it is only as good as the real-world situations it helps you navigate.

Sudhashen Naicker TechCloud IT Services sudhashen@techcloud.co.za | 010 590 0090 | techcloud.co.za

Sources for this edition: - Windows 10 end of support: support.microsoft.com/en-us/windows/windows-10-support-

has-ended - Kaspersky US ban: bis.gov/press-release/commerce-department-prohibits-russian-kaspersky-

software - Microsoft 365 backup/retention: learn.microsoft.com/en-us/compliance/assurance/assurance-shared-

ransomware-protection - POPIA: popia.co.za and inforegulator.org.za - Claude Pro pricing: claude.com/pricing -



Microsoft 365 Copilot pricing: microsoft.com/en-us/microsoft-365-copilot/pricing - Dell SA ProSupport:

dellonline.co.za
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